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OWASP(Open Web Application Security Project)

OWASP: Testing Guide v4 Checklist

nformation Gatherin ~ Test Name

Description

Tools

Result -

Conduct Search Engine Discovery and Reconnaissance for

OTG-INFO-001 Information Leakage

Use a search engine to search for Network d.acrrams and
gurations, Credentials, Error message content.

Google Hacking, Sitedigger,

Shodan, FOCA, Punkspider

Not Started

OTG-INFQ-002 Fingerprint Web Server

- 7=y o = r= Aafa e e s
fon and type of a b server to determine known

equests fest".

Hitorint. Httorecon
Desenmascarame

Not Started

OTG-INFO-003 Review Webserver Metafiles for Information Leakage

Analyze rabots.txt and identify <META> Tags from website.

Browser, curl, wget

Not Started

OTG-INFO-004 Enumerate Applications on Webserver

ebserver (Virtual hosts/Subdom

one transfers

A 5 - A
Find applications hosted in the

Aare
I F\I —S'u' LlUrLl :D"S I

Webhosting.info, dnsrecon
Nmap, fierce, Recon-ng
Intrigue

Not Started

Review Webpage Comments and Metadata for Information

OTG-INFO-005
Leakage

Find sensitive information from webpage comments and Metadata on
source code.

Browser, curl, wget

Not Started

OTG-INFO-006 Identify application entry points

Burp proxy, ZAP, Tamper
data

Not Started

OTG-INFO-007 Map execution paths through application

Burp proxy, ZAP

Not Started

OTG-INFO-008 Fingerprint Web Application Framework

Whatweb, BlindElephant
Wappalyzer

Not Started

OTG-INFO-009 Fingerprint Web Application

fde.'m'r'r "1e web application and version to determine known

Whatweb, BlindElephant,
Wappalyzer, CMSmap

Not Started

OTG-INFO-010 Map Application Architecture

Browser, curl, wget

Not Started

onfiguration and
ploy Management
esting

-

OTG-CONFIG-001 Test Network/Infrastructure Configuration

fand the infrastructure elements interactions, config management
ware, JGLKEHO' DB server, WebDAV, FTP in order to identify
w.'nerao' i

for sof
knov

Nessus

Not Started

OTG-CONFIG-002 Test Application Platform Configuration
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